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Abstract—Authentication of vehicular safety messages poses a
challenge in a high density road-traffic scenario as the verification
time for gathered messages gets longer than the average inter-
arrival time. This may expose a vehicular network entity to
several different security attacks. The existing solutions have
addressed the issue either by randomizing the verification can-
didates, or by using aggregated signature verification schemes,
both of which have short-comings in terms of applicability
in vehicular communications. We propose a novel solution to
the vehicular message authentication in dense traffic conditions
by introducing a prioritized verification strategy. Based on the
relevance of physical parameters of neighboring vehicles, received
safety messages are assigned with different priority scores at the
verifying entity. In a heavy traffic condition when the resources
are scarce, a verifier randomly authenticates the selected received
messages according to their priorities. Performance evaluation
has shown that our approach is scalable, resource-efficient, and
compatible with any underlying authentication schemes.

I. INTRODUCTION AND MOTIVATION

With the goal of enhancing driving safety in roads and
highways, a Vehicular Ad hoc Network (VANET) enables its
users to exchange traffic and other application-oriented mes-
sages. An On-board Unit (OBU)- installed with a vehicle may
periodically broadcast the vehicle’s current position, acceler-
ation/deceleration, and speed information to the neighboring
entities. Authentication of such information is crucial since a
user may need to take an important safety measure based on
the compiled messages from the neighboring entities.

Unfortunately, verification of authenticity incurs a crypto-
graphic processing delay at the receiving end. It may look
negligible for an individual task, although in a high density
traffic scene with hundreds of vehicles in the communication
range, a node would essentially receive an enormous load of
messages per unit time, causing a bottleneck at the authenti-
cation process.

Therefore, road-safety applications under a dense traffic
scenario are either to be performed with a high risk of several
different malicious attacks on VANET, or to be constrained
by a random portion of messages which got verified. In either
case, the ultimate target of having enhanced driving safety on
road is not achieved.

Related literature has addressed the problem of authenti-
cating several signed messages per unit time in two major
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ways- random verification of signed messages, and aggregated
(batch) verification of all the received messages.

In a random verification of signatures, received messages
are randomly picked for verification by a receiving entity. The
idea has been incorporated for VANET by Raya et al. [1]
to obtain scalability in signature verification process. Guo et
al. [2] used random verification for a group signature-based
anonymous authentication in VANETSs where it is claimed
that about 95% of the total received messages are verified
if each OBU randomly picks three messages on an average
for verification. Several other VANET authentication schemes
(e.g. [3], [4]) adopted this technique for its network scalability
and simplicity. The success of a random verification approach
is highly reliant on traffic density, or the number of participants
in the VANET, and therefore, un-sustaining.

On the other hand, a batch verification technique in VANET
is used for authenticating all received messages at a time.
However, this mechanism is completely dependent on the
underlying signature scheme used in VANET. A batch ver-
ification can not isolate an individual signature failure, and
rejects all received messages irrespective of the authenticity
of other valid messages. Cheon et al. [5] have proposed a fast
batch verification using a bilinear pairing based authentication
scheme. Bilinear pairing-based cryptographic approaches have
been criticized in [6] as inefficient for practical implementa-
tion. Also, temporary storage for the verification of received
messages imposes an extra requirement on VANET entities.

A resource-aware verification scheme for VANET messages
has been presented by Li et al. [7] where received messages
are verified based on the physical distance of the source.
The received messages from the closest proximity of the
receiver would be immediately authenticated, while rest of the
messages are verified in a random fashion within the resource
budget. In a sparse traffic scenario, this approach basically
reduces to a simple random verification scheme as there is no
vehicle in the proximity.

Our Relevance-based Verification scheme is an improve-
ment of Li et al.’s scheme. Instead of considering the physical
distance as the only relevance parameter, we propose an
approach of message verification where priority of a received
message is assessed based on the relevance of the safety
information provided by the message.



We use a set of Bloom filters [8] to determine the relevance
of received messages. A binary decision tree is constructed
in order to categorize the received messages into different
priorities based on their relevance. Received messages from
different priority sets get a fair chance to be authenticated
even in a very dense traffic condition.

In this approach, all the received messages would be verified
as long as the total number of vehicles in the neighborhood
surpass a maximum value. The size of the maximum value
is specific to the signature scheme used in the VANET since
different schemes require different amount of verification time.
However, If the number of neighboring OBUs goes beyond the
maximum value, received messages in an OBU are verified
following a weighted probability scheme with respect to the
physical characteristics of the network.

The rest of the paper is organized as follows. A brief
discussion on WAVE security standards, ECDSA Signature,
and Bloom filters have been provided in Section II. Section III
describes our proposed idea of verification on relevance-
based priority. Section IV provides the performance evaluation
of related issues as the concluding remarks are posted in
Section V.

II. PRELIMINARIES
A. WAVE Security and ECDSA

An operating OBU periodically broadcasts beacons with its
information on position, acceleration/deceleration, direction,
and speed to its neighboring entities in the communication
range [9]. The most typical beacon interval for safety mes-
sages ranges from 100 ms to 300 ms. The security ser-
vices also adopt Elliptic Curve Digital Signature Algorithm
(ECDSA [10]) for source authentication and message integrity
in VANETSs.

An implementation of ECDSA with P-224 curve [11] re-
quires approximately 5 ms as indicated in [12], meaning that
an OBU can verify maximum 200 messages per sec. There-
fore, with a conventional one-by-one ECDSA verification, a
receiving OBU would not be able to verify messages from
more than 20 vehicles in the neighborhood assuming each
VANET entity delivers signed messages at an interval of 100
ms.

B. Bloom Filters

A Bloom Filter [8] is a special type of data structure that
contains a set A = {ay,az,...,a,} of n elements in order to
answer the queries about the availability of any element a € A.
A Bloom Filter is represented by an array of M bits, all set to 0
at the initialization. The length of the bit array, M is termed as
the size of the Bloom Filter. For the insertion of an element a
into the Bloom Filter, the element g; is individually processed
by cryptographically secure k independent hash functions,
h1(),h2(),...,h(). The hash outcomes, hy(a),hz(a),...,h(a)
are used as the indices of the array where the corresponding
bits are set to 1. Figure 1 shows an insertion operation of an
element a in a Bloom Filter.
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Fig. 1. A Bloom Filter with k =3.
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Fig. 2. Block diagram of our scheme.

When there is a query about the availability of particular el-
ement, the Bloom Filter uses the same set of k hash functions,
and checks if all the hash outputs indicate 1s in the bit array.
If any of those indexes set to 0, the element is certainly not
present in the Bloom Filter. On the other hand, if all £ hash
results indicate s in the bit array, we consider that the element
is present in the filter with error probability, P. The possibility
of an error exists due to the potential cryptographic weakness
of used hash functions. In fact, a practical implementation only
uses one hash function for Bloom Filter applications, while
different portions of the hash outcome are associated with k
hash results [13].

III. RELEVANCE-BASED VERIFICATION OF VANET SAFETY
MESSAGES

A. The Framework

A general framework of our scheme is given in Figure 2. We
consider the three most important physical traffic safety pa-
rameters for our relevance-based prioritized message authen-
tication. Three different pieces of information are prioritized
in the following order- current position of the sender OBU,
acceleration/deceleration, and current speed of the vehicle.
Three separate Bloom Filters are deployed in each verifier
entity in order to update the most recent traffic scenario of
the neighborhood. Each Bloom Filter individually checks the
assigned portion of received information against the existing
entries in the corresponding records within the bit array.
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Fig. 3. The designed binary tree for relevance priority.

A perfect binary decision tree [14] as given in Figure 3
represents the mapping of the received messages with one
of the priority sets based on the ordered relevance of the
associated safety information of the message.

The root of the tree represents a received message m, while
the other subsequent parent nodes indicate the responses from
the associated Bloom Filters at each level. Every tree level
corresponds to an individual safety parameter in the decreasing
order of their priorities.

Up on reception, a periodic safety message’s data payload
is passed to the three designated Bloom Filters where each
filter works on the specific part of the safety information with
one of the three criteria mentioned above.

If a newly received message component with an acceptable
tolerance matches with an existing entry in the corresponding
Bloom Filter, it returns a 1. Otherwise, the Bloom Filter simply
inserts the new entry in the assigned bit array, and returns a
0.

As indicated in Figure 3, on each level of the tree, a left
child of a parent node represents the corresponding relevance
of safety information, and assigned with a 1. On the other
hand, a right child of a parent node on each level indicates the
non-relevance of an associated safety parameter, and assigned
with a 0. Assigned binary values from the parent nodes are
joined together to represent the priority score of the subsequent
children nodes of the decision tree. Each received message in a
receiving VANET entity is associated with one of the priority
scores defined by the leaves of the decision tree.

Our designed binary decision tree has eight leaves with
the left most leaf containing the maximum relevance score.
Messages belonging to this leaf are tagged with the highest
priority of 7. As we move along from left to right at the bottom
of the tree, the associated relevance as well as the priority of
a corresponding message continue to get lower.

Let us assume that a receiving VANET entity can verify
all the messages from at most v; vehicles per unit time. The
small area in the neighboring proximity of the verifying entity,
where maximum v; vehicles can be accommodated under the
worst traffic condition is defined as the safety zone for that
particular verifier.

We consider all received messages in a receiving OBU
for a given duration (say, 1 sec). Received messages with
priority tags are sequentially organized into some fixed size
sets according to the decreasing order of message priorities.
The size of a message set is determined by the maximum
number of messages that can be verified per unit time by
the underlying signature and verification scheme. If the total
number of received safety messages in a receiver exceeds its
verification capacity, selected received messages from across
the priority sets would be verified.

Received messages from different priority sets are randomly
verified with specific verification probability (pr;) following a
truncated geometric distribution as indicated in eqn. 1. Since
vehicles in a close proximity have similar safety features
in their periodic broadcasts, verification of a portion of a
particular set of received messages would give a fair idea about
the traffic safety condition in a dense traffic scenario.

_ M Ux(-p)
LY Pl x (1-p)’

where pr; is the verification probability of a received message,
k is the priority set index, and p is the probability of an event.

We consider the event of packet loss in the communication
channel as the foundation of the truncated geometric distri-
bution to determine the weighted verification probability for
the priority sets. Packet drop rate in a communication channel
is proportional to the total offered load in the network. Since
OBUs broadcast periodic safety messages of approximately
same size, data packet drops in a VANET mainly due to the
excessive OBUs in the communication range. Therefore, it
would be rational for us to use the packet drop probability as
the basis of determining the weighted verification probability
for different priority sets of received messages.

pri (D

IV. PERFORMANCE EVALUATION

We analyze the following performance issues of the pro-
posed scheme.

A. Resiliency to Attacks

An adversary in a VANET scenario may try to launch a
denial of service (DoS) attack by posting a huge number of
unwanted messages to occupy the physical resources required
for the authentication in one or more legitimate entities. Simi-
larly, there can be a signature forging, or even a false message
(e.g. lying about current position) attack by a malicious entity
who wants to jeopardize the safe driving environment in a
VANET.

Our approach allows relevance based probabilistic authen-
tication according to the priority of received messages, where
messages from the nearest proximity of an entity get higher
priority than others. Therefore, messages from distant OBUs
are less likely to be chosen for the verification. Since a high
priority message is from the verifier’s safety zone, either of
these above attackers would be spotted easily by the verifying
entity. However, in a sparse traffic scenario, all received
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Fig. 4. The refresh interval of a Bloom Filter used in the proposed scheme.

messages belong to only a small number of priority sets of the
verifier and hence they get verified with a greater probability.

B. Stabilizing the Bloom Filters

Frequent updates from the neighboring vehicles would
contribute to the rapid growth of the number of elements in
a Bloom Filter’s bit array, affecting the performance of the
filter with false positive errors as the size of a Bloom Filter is
constant. A large size Bloom Filter may resolve the problem
to some extent, but it aggravates the false positive rate for
some of the elements in the bit array [15].

A stable Bloom Filter [16] stores only the most recent
elements in the bit array with the requirement of extra spaces
to save the history for each element of the bit array. Since
there is no way to separate the most recent elements from the
old ones in an ordinary Bloom Filter, we must clear the aged
Bloom Filter, and re-load it with fresh elements at a regular
interval in order to restrict the error probability up to a fixed
value.

In a traffic scenario of N vehicles in the communication
range of a verifier entity, let us assume that the refresh interval
of a Bloom Filter is r seconds, and the periodic safety message
delivery rate is f per second. Then, elements inserted into each
Bloom Filter before resetting is computed as, n =N X r X f.

The relationship between the total number of elements n,
and the Bloom Filter size M for an optimal use with a prede-

2
fined error probability of P is given as, n ~ M X Un2). [15].
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Figure 4 represents the required refresh interval of a Bloom
Filter in our approach with different options of P. Values of
the derived interval drop exponentially as the number of OBUs
in the neighborhood increases. Depending on the road-safety
design specifications and traffic plan, a specific curve can be
chosen in order to optimize the operation of our scheme.

C. Simulation Setup

We evaluate our scheme using network simulator (ns-2.34)
over DSRC IEEE 802.11p control channel (CCH). The sim-
ulation program is designed to work with the four EDCA

TABLE I
SIMULATION PARAMETERS FOR MAC AND PHY

Parameters Values
Simulation Area 500 x 100 m?
Data Rate 3Mbps
CWMin 15
CWMax 511
Slot Time 16us
SIFS 32us
AIFS 144us (9 slots)
Bandwidth 10MHz
Frequency 5.89GHz
Propagation Model =~ TwoRayGround
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Fig. 5. Average packet drop rate per node.

categories [17] to provide different access priorities, from
which we use the background traffic class (AC1) for periodic
safety message broadcasts. Other access classes also provide
quite similar results for periodic broadcasts of safety messages.
Related PHY and MAC parameters are chosen from [5], [18],
and summarized in Table I. Signed WSMP messages with
254 bytes payload have been considered for periodic safety
messages following the IEEE 1609.2 standard [9].

We assume a simple urban vehicular traffic scenario in a
500 m long bidirectional road with 4 lanes in each direction.
Individual vehicle’s speed varies following a Gausian distri-
bution with mean of 100 km/hr and standard deviation of 5
km/hr. For the packet drop due to the network congestion, we
let each OBU to broadcast a WSMP packet every 100 ms.
Times of message broadcast have been uniformly distributed
over 100 ms period.

D. On Packet Loss and Verification Probability

Packet delivery in a wireless network is impaired due to
the excessive offered load, and inherent noise of the medium.
Figure 5 presents the packet drop probability of a DSRC
control channel (CCH) used for vehicular communications.
The probability of packet drop for an OBU hikes as the number
of neighboring OBUs increases.

We use the packet drop probability as the basis of the
probabilistic verification of received messages. For differ-
ent number of vehicles in the communication range of an
OBU, verification probability of messages from a particular
prioritized set would be determined following the eqn. 1.
The weighted verification probability of received messages in
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different priority sets is presented in Figure 6. As the number
of total priority sets increases for the higher index value of
the priority sets, the verification probability experiences an
exponential decrease. However, the cumulative probability of
message verification for all the priority sets is always 1.

The refresh rate of a Bloom Filter is also affected by the
packet loss in the medium. Figure 7 plots the refresh interval
of a Bloom Filter with packet loss for different number of
OBUs in the communication range.

V. CONCLUSION

We introduced a new authentication strategy for VANET’s
safety message verification process. OBUs in a vehicular
network periodically broadcasts safety messages containing
road-safety information. Received messages in a VANET
entity are first assigned with priority scores based on their
relevance with the contemporary safety information of the
receiver OBU. Prioritized messages are then divided into some
fixed size priority sets. Messages from different priority sets
get a fair share of verification resources. A truncated geometric
distribution using the channel’s packet loss probability for
different number of OBUs determines the weighted probability
of the verification of messages from a particular priority set.

Our scheme ensures the fairness with random verification,
and it is compatible with any underlying signature and verifi-
cation scheme, as well as the security standards for vehicular
communications. Performance evaluation with security analy-
sis and simulation results justify the scheme as an effective
approach toward the growing prospects of vehicular ad hoc
networks.
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